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Se': (y'9 /QD-DHSP Thai Nguvin ngavi/ thdng) ndm2023

QUYTTEINH
Ban hinh Quy ilinh quin lf, bio mit, an toirn th6ng tin vi sfr dgng mgng miy

tinh nQi bQ cria Truimg Dgi hqc Su phqm - D4i hqc Th6i NguyGn

r{rltu TRIIdNGl'RuoN(; +)ar rrQC su p}r4M

Cdn c* Luqt C6ng ngh| th6ng tin ngdy 29 thdng 6 ndm 2006;

Cdn c* Luqt An todn th6ng tin mqng ngay 19 thdng l l ndm 2015;

Cdn c* Nghi ilinh sii :ttCp ngdy 04 thang 4 ndm 1994 cua Chinh ph vi vigc

thdnh lQp Dqi hqc Ttuii Nguy€n;

Cdn ct Th6ng tr sil 10.2020m-BGDDT ngdy t4 tluing 5 ndm 2020 cua Bo

trudng BA Gido duc vd Ddo tqo vi vidc ban hanh Quy chii 6 chtic vd hoat il6ng cia
Dai hctc ving vd cdc co sd gido d4c dqi hoc thinh vidn;

Cdn c* Nghi quy* sii SON?-AOOUTW ngdy I 9 thdng I I ndm 202 t caa Hfi ddng

Dqi hpc Thdi Nguy€n ban hdnh Quy chri i chrtc vd hoat d6ng cia Dai hoc Thii NguyAn;

Cdn c* Nghi qt o, ti; IO/N?-UOT ngdy 29 tluing 12 ndm 2020 caa H(i dong

Tnrtng Dqi hoc Su phqm ban hanh Quy chd tu5 ch*c vd hoqt d6ng c a Trudng Dai hqc

Su phsm; Nghi quyit sii 5ilNQ-HDT ngiv l2 rlung 12 ndm 2022 cia Hdi tling tnrmg
Tnrung l)ai hoc &r pham stla ddi, bd sung mfi s6 diiu vd srlra d6i phr,1 luc Qtq chi td L.hit
va hoqt dqng da Tnrong Dqi hpc Stt phtlm ban ht\nh kem theo h-ghi (tryet si 40/NQ-

HDT ngdy 29 thting l2 ndm 2020 cia HAi driry rntdng Tnrong Dai hoc Str phqm:

Cdn cir Nghi dinh 
"ii 

ZZ|Z||3.ND-CP ngay l5 thdng 7 ndm 2013 vi qutin l!,.

cung cdp, sr dqtng dich vy intemet vA th6ng tin ten mqng;

Cdn c* Chi thi sii 05/2007/CT-TTg ngiy 02 thdng 3 ndm 2007 cia Th ttbng
Chinh phi vi tdng cudng bdo v€ vd phdr huy gid tri tdi Iidu luu tri:

Theo di ngh! c{ta Trudng phdng Ph6ng C6ng ngh( th6ng tin - Thtr yi)n.

QUY[T D!NH:
Didu 1. Ban hanh kdm theo Quyiit tlinh nAy Quy tllnh v€ vi6c quan Ij, biio mrit,

an toen th6ng tin ve st dqrng m4ng m6y tinh nQi bQ cta Trucng Dai hgc Su ph4m - Dai

hgc Th6i Nguy6n.

Didu 2. Quyilt d[nh ndy co hi$u lgc kri tu ngdy kf ve thay rhii Quya ainl sO f Z I SlqO-
DHSP, ngay l0 th,ing 8 ndm 2018 cia Hi6u tnrong 1'ruong D4i hgc Su ph4m - E4i hgc

Thrii Nguy6n Quy tlinh vd ho4t tlQng quan l1i vd <lim bao an toan cho hQ th6ng m4ng Lan

vd phdng m6y chri cua Tnrong Dqi hgc Su ph4m - Dqi hgc Th6i Nguy€n.
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Ditu 3. C6c tru&ng don vi thuQc Trudng, vi6n chfc, ngudi lao dQng v?r ngudi
hgc cta Truong chiu trdch nhiQm thi hdnh Quy6r dinh ndy./.a--

Noi nlti,t: 
,

- Nhu Di6u 3 (dC rh);
- website (il6 vb);
- Luu:VT,CNfi&TV (03)
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QUY DINH
6ng tin vir sit dgng m?ng m6y tinh nQi b6

cta Tnrong Dqi hgc Su ph4m - Dgi hgc Thrii Nguy6n
tRAn theo QuyAt dinh si 6l.l QD-DHSP ngqylt thangl ndm 2023cw

Hiiu tnmng Tnrtllg Dqi hAc Su phan)

Chuong I
QUY DINH CHUNG

Ditu l. Ph4m vi, tl5i tuqng 6p dqng

l. Vdn ban ndy quy dinh chi tiiit vd vie.c quan lj, b6o m{t, an toan th6ng tirL co sd

dt liQu, tdi nguy6n m4ng vd thi6t bi cdng nghe thdng tin cua Trudng Dai hoc Su phgm -
D4i hgc Th6i Nguydn (sau ddy vi6t t6t le fruong).

2. Quy dinh ndy ap dqng vdi cdc dtii tuong gdm: vi€n chtc, nguoi lao tldng vi
ngudi hoc hiQn clang cOng t6c vA hQc tqp t4i Truong.

Di6u 2. Giii thich tir ngir

l. Thi6t bi c6ng nghQ thdng tin: Ld toan bg c6c trang thidt bi phen cung nhu: M6y

n-am (PC. Laptop). m6y cht (Server). mdy in- m6y quet- mdy chidu, cdc loai d ghi dia CD

va D\iD, 6 crmg th6 nhd (USB), camera sd, m6y anh s6; hQ th6ng thi6t bi mang: thiiit bi

chuyen m4ch (switch). rudng hm (firewalll, bQ dinh tuydn fi.outer), hf th6ng cip m4ng.

thiiit b! thu ph6t khdng ddy (Access point), thi6t bi lm dien (JPS) vd c6c thi6t bi tldu cu6i

co l(et nor m?ng.

2. Co sd dft li6u (Database): Li kho thdng tin luu tr& dt li6u tr€n m6y tinh tluoc

thiiit kii, td chric d6 d6 ddng qu6n t;i vd st dqng.

3. Tdi nguydn m4ng: Ld toan bQ cdc phdn mdm dung chung chay tr€n mqng nQi bQ

cLia Trudrng, bao gdm: C6ng thdng tin cta Trudng vd website c6c don vi, c6c phAn m6m

dirng chung cua Truong lphin mdm IU, phAn m€m Test online, ph6n mdm thi tric
nghiQm, phin mdm Ddng kf hqc, phan m€m Misa, phin m6m thi tiiing Anh, phin mdm

LCMS/LMS, phdn mdm quin tri thu viQn tich hqp, Microsoft 365,...), ph6n mCm cua

Dqi hgc Th6i Nguyen (DHTN). phin mim cua BQ Cirio duc vd Deo tao (BGDDT) (ndu

c6), email c6ng vg, cdc ph6n m6m du. c cai d6t trCn hC th6ng m6y tinh cta Truong.

4. Ngudi sri dpng: Li vi€n chrlc, ngudi lao dQng, ngudi hgc cta Trudng st dqng

thi6t bi cdng nghQ th6ng tin dC khai th6c mang LAN vd c6c tdi nguy6n m4ng n6i b6

cira Trudng th6ng qua meng LAN, meng Internet vd k6t n6i mang WAN cira DHTN.
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5. B0 ph3rr Quin trl m4ng: Ld nh[ng vi€n chric, ngudi lao <lQng thuQc Phong

C6ng nghQ th6ng tin vd'l'hu viin (CNTT&'I'V) duoc giao nhiim vg quan tri h9 thiing

thi6t bi cdng nghQ th6ng tin, duy tri sg ho4t d6ng mang mey tinh noi b6 tai Truong;

huong din st dqrng thiiir bi cdng nghQ th0ng tin va khai thac tdi nguydn mgng phqc 4r
c6c nhiQm vp chuy€n m6n cta Trudng.

Chuong II
QU]iN LV, SO,DUNG MANG MAY TiNH NQI BO

Diiiu 3. Trich nhiQm cta bQ phin Quiin tri mqng

L C6 nhi6m vu qu6n lj, van hdnh h€ th6ng m6y cht cta Trudng, quan lf cric

m6y chi vit l! (m6y chi Domair; m6y cht DNS, m5y cht Web, m6y cht backup dir

liQu, m6y chir dlch vU,...), h0 th5ng m6y chn 6o (VPS cho c6c img dung), thi6t bi

m4ng, h€ th6ng c6p mang, th6ng s6 ky thu6-t mpng (tdi khoan, m{t khiu vd thdng tin

c6u hinh cta thi6t bi mang), bdo dim hoet dQng cia c6c m6y tinh tr€n h€ thdng mang,

giai quydt c6c sr,r c6 Iidn quan. Truc ti€p theo ddi, girim srit viQc st dqng cric dich r.1r

m4ng m6y tinh trong Trudng (ciic duong truyin Intemet tl6n c6c nhd m4ng); c6p

quyAn, ph6n quy€n truy c{p vA dla chi IP cho ngudi st dung k6t niii mriy tinh vao

m4ng m6y tinh cia Trudng theo dtng th6ng tin c6u hinh chung cta hQ th6ng

2. Quan l! tdi khoin (User, password) do Google, Microsoft c6p cho Trudng,

bao gdm crlc tdi kho6n: Google Admin, super Admin, groups Admin, services Admin

dtii vdi cac g6i dich vu cria Google ve tai klodn Admin quan ly' dich vu Google

Workspace for Education;...(Phu luc I). Qu6n l! cric tdi khoin quin tri hQ thdng ltai
khoin tluong truydn Intemet, tdi khoan Firewall, Coreswitch, Distributionswitch,

tdi khoin truy cdp cric m6y cht,...) (Phg lgc II).

3. Quan lf vd duy tri ho4t <tQng h€ thring m4ng cua Truong. dim beo hogt dQng c6c

dich vu chia sd dt tiQu, ung dpng, CSDL, thu tli6n tu (Email), c6ng thdng tin rliQn nr

(portal TNUE, Website c6c don vi), c6c dich vg tnrc tuyiln vi Intenet; Ddm bio c6c hoat

dQng h6 trI k! thuat cho c6c don v!trong Truong; Cht tri ph6i hqp voi c6c <lon vi trong

Truong thi6t lip phdn quyin truy cdp d6n cric phdn virng meng trong hf thdng mang

chung cta truong dd dam bao cho hE thiing mang hoar ddng on dinh vd thong su6l

4. Thuc hi6n c6c ho4t tlQng duy tri, bio du0ng vd ndng c6p cho m4ng Truong

bao g6m h9 th6ng rudng lta tllnh ruy6n. chuydn mach. h€ thdng m6y cht, h6 rh6ng

crip truydn dln, xu lli c6c y6u cAu v6 di chuy6n, thay ddi th6ng s6 hQ th6ng mang.

5. Kiem tr-4 gi6m sdr viQc st dqng cic kCt n6i va cAc dich vq mang cta Trudng tli
cip cho cric don vi tham gia vdo m4ng. Duoc quydn y€u ciu c6c tlon vi tham gia vao

m4ng cua Trudng phdi cwrg cdp cdc th6ng tin vi c6c sd liQu li€n quan tdi mang <lon vi.

6. Trong trudng hgp c6c don vi vir cd nhdn kh6ng tuan tht cdc diiu kiQn <tim bio
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ky thuat, an toan thdng tin mang, bQ phan Qu.Aln trl mqng sE grii th6ng brio nhriLc nho

truoc khi t4m ngirng vidc cung c6p djch vu m4ng.

Didu 4. Trich nhiQm cta ngudi sfr dUng khi truy c|p mqng nQi b6

1 . Viqc truy cqp vdo mgng nQi bQ phai xuit ph.it nr ydu ciu phuc vu cdng tric quan lf,
didu hanh, cric nhigm vU mang tinh chuydn m6n phpc 4r cho uic ho4t dQng cia Trudng.

2. Khi c6 su thay tltii vi tri lam viec cta phdng viQc git nguyen hoac thay diii
c6c tham s6 de cei dAt Cn may tinh thi c6c don vj sir dung phii th6ng b6o d6n bQ phan

QuriLn tri mang d6 cing phili hqp vd gidi quy6t.

3. Ngudi st dung truy cip tu xa vao tdi nguydn m4ng vd thi6t bi c6ng nghQ th6ng

tin trong m4ng nQi bQ Truong c6 tr6ch nhiem beo mAt th6ng tin, thdng s6 ki thuar k6t

noi m4ng. Nghi6m cdm vifc cung cdp, dd 10. lruyen th6ng tin ra b€n ngodi.

4. ViQc truy c{p vdo m4ng nQi bQ thdng qua thi6I bi wireless (wifi) trong khu vyc

nhi ldm vi6c Al, 42, 43, 44, giang tluorg Bl, 82, 83, 84, 85, A5, Nhd thi nghiQm,

Thu vifn, HOi truong Cl ve C2, Trudng Trung hqc phii th6ng Th6i Nguy€n (THPT)

tu src thiirt bi di dQng (laptop, smartphone, m6y tinh bang, ...) chi phuc vq cho crin b6,

vi6n chric vd ngudi lao d6ng trong Truong. Trong truong hqp cin phgc rru hQi nghl,

hQi thno thi nguoi sri dpng phni b6o bd phan Qurin tri m4ng dd ph6i hqp vn dd xu5t

biQn ph6p gi6i quyilt.

Di6u 5. Trich nhiQm cta ngudi srfr dpng khi chia sC dt li$u nQi b6

l. Trong trudng hqp nguoi srl dgng vd c6c don v! trong Trudng co nhu ciu chia

s6 dt liQu nQi bQ ra hQ th5ng m4ng ngodi (intemet) phrii b6o cho bQ phfln QuAn tr!

m4ng tf6 phtii hqp tridn khai. Ttry theo muc d6 y6u ciu, nhifm vg vi muc dich chia sd,

bO ph4n Quan tri mang sE lf,p bi€n bin su vi€c tld trinh lAnh dqo Truong xem xdt ph€

duyQt (n6u cAn).

2. Vi€c chia s€ d0liQu nQi bQ ra bdn ngoii cin phai <ld,rn bio ciic quy dinh sau:

a) Kh6ng trao ddi, mydn d6n thong tin nghiQp vu thuQc Truong quan lj duoi bdt kj
hinh thrlc nio ra b€n ngodi khi chua duo. c lenh d4o Truog ph€ duyQt.

b) Kh6ng trao dtii thOng tin, dt lieu lam anh huong d6n an toan bAo mat vA ho4t

dQng tr€n hQ thiing m4ng chung crla Truong. N6u ph6t hiQn bdt thuong 
"an 

bao bO

ph|n Qudn tri mang d6 x6c minh vd ghi nh6n su viQc.

c) Diii voi dich vu intemet: c6c don vi vd ngudi st dung phii tu6n theo cic quy tllnh

sLi dpng dlch vu intemet do c6c co quan nhd nu6c co thAm quy€n ban hanh.

Di6u 6, Sri dgng mqng m6y tinh, tii khoin nguoi dtng

l. Vi€n ch[c, nguoi lao d6ng vd ngudi hgc khi truy cap meng m6y tinh trong

Truong phii chiu trrich nhiQm b6o <ldLrn bi mit tai khoan duoc cap (tari khoan email, tiri
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khoan quan lf IU, tei khoan tIuy cap ve t6c nghiep IU, tai khoan Test online, Ai khodn

thi tric nghiQm, tdi khoan quan I LCMS/LMS, tdi khoan thuQc hQ th6ng Google, tAi

khoan phin m6m thi ti6ng Anh, tii khoan quan lj Ciing thdng tin truong, Website cric

don vi,... vd c6c tii khoan tic nghiQp hdn c6c phin mAm dirng chung cria Trudng); C6c

tdi khoan ngudi dtng s€ tlugc ph6n cip, phin quyAn tu! theo tliii tuqng ngudi si dung

d6 khai th6c co sd dt li€u vd dich vq tren m4ng; chiu tr6ch nhi€m luu gi& vi bio m{t

d6i v6i tai khoan tren miy cht rlugc c6p cho tlon vi quan lf.

2. Vi0n chric, nguoi lao ddng khdng <luoc su dUng mqng m6y tinh cua Trudng

dd khai th6'c, luu rr& dr: lieu trd choi, chuong trinh giai tri, phim, hinh inh vd cic lo4i

hinh kh6c c6 nQi dung kh6ng ldnh manh, ddi truy, tr6i vdi mrydn th5ng tt4o tltc, vdn

h6a, thuAn phong mY tUc cua dan tQc.

3. M6y tinh ding chung bit buqc phai dit mit khiu cho nhom ngudi dtng, khdng

cung cip m{t khAu cho ngudi kh6c.

4. Nguoi hgc chi dugc srl dung mang mdy tinh trong phdng m6y thgc hanh phgc vfr

cho nhtng nQi dung hgc tflp vd nghi€n crfu tudn theo quy dinh cua NQi quy phdng mriy.

5. Su dgng dich vg Thu dign tt
a) HQ thting hdm thu ttiQn tu cdng vg (email c6ng vp) cta Trudng c6 tlia chi:

hnp://mai l.tnue.edu.vn.

b) Ngudi sri dpng trong Trudng sd du. c c6p mQt tii khodn sir dqng hdm thu c6

nh6n theo hQ thiing t6n miAn cta Trudng, phii <l6m b6o bio mat dt li€u trong hdm thu

vd kh6ng tlu<1c st dgng tdi khoan hdm thu d6 dang kli. sri dung dich vu vi pham c6c

quy tlinh hign hdnh cta Nhd nu6c vd don vi.

c) DiSi v6i hop thu dien tt don vi: Truong tlon v! chiu tr6ch nhi6m quan lf hQp

thu dien tt cia don v! minh (khdng sri dpng cho cri nhdn). Khi thdnh ldp moi, gini th6

hoic thay drii t€n, cen cf vdo Quyiit dinh cria c6p c6 th6m quydn ban hdnh, don vi co

tr6ch nhipm thdng b6o thOng tin cho bg phan Quan r! m4ng di thgc hiQn t4o l4p, thay

d6i hoAc hiy b6 hop thu dien tt cua co quan, tlon vi.

d) D6i vdi h6p thu dien tt c6 nhdn: Trudng hqp vi6n chric, ngudi lao <lQng mdi

tuydn dung hoec thay d6i vi tri c6ng tric. Sau klic6 quy6t dinh tuydn dqng. dii:u d6ng.

Ldnh tl4o tlon vl gui th6ng b6o b6ng van bdn dA xu6t c6p m6i hodc didu chinh th6ng

tin hQp thu tliQn tt cho vi€n chtic, nguoi lao d6ng (Phu luc IIl, IV) qua Phdng CNTI'-

TV, bO phan Quan tr! m4ng; Dtii vdi sinh vi€n diu khod bd phan Qudn tri mang sd tao

hdp thu di6n tu thm danh s6ch tring hqp dd xuit tu Phdng COng tArc Sinh vien.

d) Truong hqp vi6n chirc. ngudi lao dqng diiu chuydn cong tdc ho4c nghi chii

d6. nguoi hgc sau khi ttit nghifp. Sau khi co quy6t dinh nghi huu ho{c diiu chuydn.

t6t nghiQp. Phdng Hdnh chinh T6 chtc (HCTC) grii van ban t6i Phdng CNTT&'IV d6

q'4--
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thu hdi hop thu dion tu ctiL nhan trong thdi h4n 03-06 thring, fiong trudng hqp khdng

th6ng brio, sE x6a hop thu <tign tri c6 nhen I6i da sau 12 thiing.

e) K6 ft lric tao lap hoac ldn rruy cip cu5i cung, n6u sau 06 thturg c6c hQp thu

diQn tri kh6ng auy cAp, Phdng CNTT&TV c6 quydn k}6a tii khorin. sau 12 th6ng s€

bi thu hdi.

6. Cin cf vio chrlc ning, nhiQm vIL c6c tlon vi chiu tnich nhiQm cap nhat, sli

dung vd khai thec cec co sd dt lifu dtng chung, co sd dt liQu chuy€n ngdnh cta
Truong hiQu qud, dung muc tlich; t6 chric cung cdp c6c dlch vg hdnh chinh c6ng tr€n

m6i trudng m4ng, sir dUng c6c phan mim dtng chung theo dnng quy dinh.

Chrong Ul
BAo MAT vA AN ToAN rHONG TrN

Didu 7. An toin h$ th6ng

l. ViCc bAt, tit cric thiiit bi m4ng, mriy tinh, m6y in,... phai thgc thien theo hudng

din st dqng cia thiiit bi, han chti r6i da viec lit dOt ng6t thitlt bi.

2. Ngudi truc ti6p su dUng mdy tinh kldng duoc ven chuydn. di ddi thi6t bi cong

nghQ thdng tin trong don vi minh khi chua dugc ldnh dao don vi tldng y.

3. Kh6ng tl{t c6c vit crmg dd l6n hE th6ng driy didn. crip kiit noi tu ntt m4ng di5n

m6y tinh. Ngudi sri dgng khdng dugc tV y cdi tt{t chuong trinh, ph6n mim co khi
ning chria m6 dQc vdo m6y tinh cria Trudng, ntiu c6 nhu cdu phii b6o c6o cho bQ phdn

Qu.in tri m4ng bi6t vd phdi dugc sy dong y moi dugc cdi dat.

4. Kh6ng tU i thay ddi ten m6y, workgroup, domain, dia chi IP mdy tinh n6u

kh6ng c6 su tl6ng f c0a b0 phdn Quan tri mang. Trudng hqp lip d{t them may tinh

m6i ho{c m6y tinh bi l6i cdn phei cii dat lai hQ di6u hdn}r phni li6n h€ bQ ph4n Quan

tri mang d6 duoc huong din ciri d{t thong s6 m6y tinh nguoi st dung.

5. Trudc khi sao ch6p, di chuy6n data tt cric thi6t bi nhu 6 dia ngodi, USB, <lia

CD, VCD, DVD ho+c data tai tri Intemet.. . vd mriy tinh, cric c6 nhdn vd don vi ph6i

thuc hi6n ki6m ta, qu6t virus.

6. Kh6ng huy c6p cric trang web kh6ng bitit rO ngudn g6c. Nghi€m cdm mgi hanh

vi cei d4t ho6c ph6t trin virus vdo hE th6ng miiy tinh. Kh6ng duo. c r4m nhip tnii ph6p vdo

c6c m6y tram aong hQ th6ng c0a Truong, tri mrdng hqp c6 sp th6ng nhdt giira hai b€n.

7. C6c k6t n6i bit thuong, kh6ng thu6c lop IP, ten tluy cip theo quy dinh cua <lon

vi kli ph6t hiQn k6t ntii vao mqng sE bi ngit t<6t n6i vao le tnOng mang chung cua Trudng.

8. K6t thric ngdy lam viQc, ngudi st dpng phdi thorit khdi cric chuong trinh phin

mdm, tit m6y tinh dfng quy trlnh (tru nh&ng trudng hqp co kd hoach ho{c v5n bAn dd

nghi nhu: dang trong giai do4n ruydn sinh. md cdng dang ky hoc... ).
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Di6u 8. 86o mit vir an toin dO liQu

l. Nghi€m cdm hdnh vi dd lg thdng rin vd miiy chu, m6y tinh c6 nhdn (m6t khdu.

tCn truy cap mrly cht, tlla chi IP, cric tdi khoan dugc phdn quyAn dii khai thic vd sri

dpng phdn mdm t6c nghiQp) cho cric d6i tuqng kh6c. Kh6ng 4r f chia sd th6ng tin

<luong truydn LAN, WAN cira Trudng ra bdn ngodi.

2. Ngudi sti dung phai d6i mat khAu cd nh6n ngay sau khi n}dn duoc t€n tii khotur

vir mdt khdu dang nhrip do bQ phin Quan tr! mang cung cip. khi dat mat klrdu mdi

phei c6 t6i thiriu ld 8 ki t|I, bao gdm: ky' ty in hoa (A, B, C,...), ki tU thuong (a, b,

c,...) ky tu s6 (1,2, 3,4,5,6,7,8,9, O) vd cric kt 1u dsc biQt ($, *,@,....). Truong hqp

qu€n mit kh6u hoqc kh6ng dAng nhip duqc phii li€n hQ vdi bO phan Quan ti mang

d6 ciip m{t ktriu mdi; tu chiu trech nhi6m vi€c bao v€ dt liQu mriy tinh tlugc giao st
dUng, k6 ci tdi nguy€n tluoc chia sd; khdng du;c x6a dir liQu dtng chung dang duoc

chla se trong h9 thong mang.

3. Crin b6, vi6n chric, ngudi lao d$ng nghi cdng tAc sd bi thu hdi tai khodn. Trong

trudng hqp chuydn bQ ph{n r}ri phei ban giao thi6t bj. tdn tnry cdp. mit k}iu ruy cdp viro

mrly tinh dang st dgng cho nguui thay th6 trong don vi minh. Nguoi thay thti co tr6ch

nhiQm ph6i hqp vdi bQ ph{n Qudn tri m4ng d6 ti6n hanh thay d6i th6ng tin truy c6p.

4. D6i vdi mriy tinl co s6 lieu t6 toin. rtidm vd cric s6 lifu quan trgng. crin phai

Iuu trn dir liQu dg phdng. Ngudi sri dgng c6 tr6ch nhiQm tg luu tr& du phdng dri li6u tlti

dam b{io an todn dt liQu khi c6 s1r ci5 xay ra vd qui.n l! dt liiu dU phong d6.

5. Cric don v! ttuoc giao quan ly hQ rh5ng thOng tin phai thgc hiQn viQc ghi nhtt kj
(logfile) tr€n cdc thi6t bi m4ng. thi6t b! brio m4t. mriy tinh. phan mdm ung dgng. hd di6u

hdnh, co sd dt liQu nhim b6o tli.Lrn cric sg kien quan treng xdy ra tr€n h€ th6ng duoc ghi

nhfn vd luu giil. Cric ban ghi nhAt ky niy phai dugc luu tr0 it nhi 7 ngiy, duoc bdo v6

an roan nhim su dung dd phuc w c6ng tiic ki€m tra. phan tich khi cin rhidr.

Didu 9. Cdng t{c an ninh, an toin th6ng tin khi sfr dpng thu dien tt
l. Kh6ng th\.rc hiQn gti, nh4n qua hQ th6ng thu dien tt c6c van bdn mat, thuc hi€n

chi: dO bao mat theo quy tllnh.

2. Kh6ng ph6t t6n thu r6c, chuyiin tii5p thu c6 n6i dung vdn ho6 d6i rrgy, ch6ng

ph6 Nhd nuoc, kich d6ng bpo lgc vir chi6n tranh. griy chia re doan k6t.

3. Dd dam bao an todn, m{t khdu cua hQp thu dien tt phai duo.c d6i ngay lin dau

ti6n khi ngudi dtng dEng nh6p vdo h6p thu theo hudng d6n tai khodn 2 Didu 8 cta Quy

illnh niy.

4. Han ch6 viQc tmy c6p hQp thu difn ti bing mdy tinh kh6ng dugc tlirn b6o an

toan vd truy cAp fi mang lntemet cOng cQng khdng tin c{y. Cinh gi6c vdi nhtng thu

lC
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tli6n tri c6 nfli dung, ngudn g5c khd nghi, gii mqo.

5. Khi ph6t hiQn c6 hien tuong m6t an ninh, an toan thdng tin tren m+ng ho+c g4p

su c6 vd thu tli€n tLi, c6c don vi, c6 nh6n cAn th6ng brio ngay cho bQ phan quan tri hQ

th6ng thu di6n tri tl6 kip thoi xri li. khic phqc. sua chira.

Di6u 10. Quin lf viL v$n hAnh h$ tb6ng mfy cht phgc vg

l. Tr6ch nhiQm vd quyAn h4n cria don vi sri dpng m6y chri phuc vu

a) QuiLn lj vi <tua th6ng tin l6n C6ng/Trang thdng tin tli€n tt cua <lor vivd cta
Truong phdi tu6n tht theo quy <linh cira BQ Vdn h6a- Th6 thao vd Du l!ch, BQ Thdng

tin vi Truydn th6ng, BQ Khoa hgc vir C6ng nghQ vd ph6p 1u6t hiQn hanh.

b) C6c <kn vl vi c6 nhin khi st dyng dich vu m6y cht phqc vu kh6ng tlugc ldLrn

phuoag tiQn d6 truydn nhan c6c thOng tin c6 nQi dung x6u, phri.n tlQng chiing lgi Nhi nu6c.

c) Dor v! su dpng phii tg chlu hrich nhiQm vd drim bio vi6c st dgng nQi dung

dt lieu cta minh tr6n m6y cht vrio nhtng muc dich hqp phap. D6c biet trong nhtng
trudng hgp sau:

- Khdng st dgng dich W Hosting trong c6c tng dqng vi pham ban quydn phin

mdm, sd htu tri tuQ,... tl6ng thoi c6 tr6ch nhiem ki6m sorit vd ngdn cAm ngudi kh6c

Idm ttiiu d6 rr€n hf th6ng cua minh.

- Ki6ng alugc cti y gtri, t4o li6n kilt hoac trung chuy6n b6r k! loai dir liQu ndo

mang tinh bit hqp ph6p, tle dga lta dtii, xttc phqm, . . . hay ctic hinh thric bi ngln c6m

kh6c dudi b6t ct hinh th{rc nAo.

- Khdng dugc ui j thgc hiQn c6c hdnh vi ph6t tdm virus, thu r6c, md dQc,... ho{c

c6c ho4t dQng bAt hgp phep r€n mqng.

- Khdng dugc sri dpng c6c chuong trinh ho{c dich vu c6 kh6 n6ng ldm tic ngh€n

hoAc dinh Ee hg thi5ng, nhu gdy c4n kiQt tai nguy€n h€ th6ng, ldm qu.i trii b6 vi xri lj
vd bQ nhd.

d) Don vi sri dUng phei c6 trach nhiem beo mat cric th6ng tin cta minh mQt c6ch

an toi,n nhu mit khiu hay th6ng tin mrit khric li6n quan d6n tai klodn cta don v! ve co

nich nhi6m b6o cho b6 phan Quan tri mgng khi ph6t hiQn hinh thric tmy cap tr6i phdp

bdng tni khoan hofc c6c so hd vd bdo mit bao gdm viQc m6t, bi d6nh c6p holc dri 16

thong tin kh6c.

d) Don v! sri dqng c6 tr6ch nhiQm sao luu bao qu6n dt li6u cia minh.

e) N6u vi ph4m c6c quy tlinh tr6n, hf th6ng sE ngtng cung c6p dich vr,r mA kh6ng

thong bdo trudc dd ddm bio an todn cho hQ th6ng.

2. Tr6ch nhigm vi quy€n hqn cira tlon vi cung cap m6y cht phUc vU

a) H€ th6ng m6y cht phpc vg cta Truong do bQ phan Quan rrl mpng cria Phdng

e-',
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CNTT&TV quan lf vd vqn henh dem bdo cho H€ th6ng ho4t d6ng th6ng su6t, Ii6n tuc.

Theo didu ki€n cu th{ <ton v! st dqng dich vu c6 thd sri dung miiy cht phuc qr cta minh

d?t tei don vi ho}c phdng m6y cht cua Trudng.

b) 86o tlim an toan, bio mft th6ng tin theo chii tt6 m4( qudn l! quyin truy c6p

cta tlon vi srl dung dich lu.

c) Dtm brio h€ thi5ng duo. c cii <l{t ph6n mAm c6 ban quydn phdng chilng md tlQc,

thu r6c,... vd bio quan d0 liQu cta don vi srl dpng dich vU hQ th5ng.

d) Dor v! st dung dich q sE tlu . c thong brl,o trong vdng I 2 gid hong tnrdrng hgp sua

chf'4 nang iip hQ th6ng vd khi c6 sU cii xay ra nhu hdng thiiit b! phen crmg" duc,ng

truyAn, . . . . C6c sg ct5 bdt khe kl6ng kh6c xay ra voi hQ th6ng sd dugc khic phuc trong thoi

gian sorn nh6t.

Didu 11. Sao luu dt liQu dg phdng

l. D6i v6i cric <lon vi vd ngudi sri dpng

a) Khi luu trt, khai thAc, trao d6i th6ng tin, dft liQu phii brio dam tinh rotur vgn,

tinh tin cay, tinh sin sang.

b) PhAi c6 k6 hoach sao lrru dt liQu dinh kj.
2. Eiii vdi don vi duoc giao quan l;f dt li6u

a) C6 trech nhifm ban hdnh vd thgc hiQn quy trinh sao luu dy phdng vi phuc

h6i cho c6c phdn m6m, dt liQu.

b) X6y dpng danh srich c6c drl liQu, phan mAm cin duo. c sao luu, c6 phdn lo4i

theo thdi gian luu tr0, thdi gian sao luu, phuong ph6p sao lLru vd thdi gian ki6m tra

phuc h6i hg th6ng tu dt liQu sao luu.

c) L{p k6 hoach vd thgc hiQn sao luu dft liQu dg phdng hdng ngay ddi vdi cec

dt liQu quan trgng, bao gdm: co sd dt li€u vd c6c dt li6u quan trgng dugc trian khai,

luu trt (bao gt m dt ligu phat sinh trong quri trinh v6n hdnh cric phin mdm ring dgngy.

Sau khi sao ln. lru trt bdn sao luu bing thi6t bi lm trt ngodi (nhu: tlia quang.6

cLing ngodi, c6c thiiit bi luu trfi kh6c) theo quy tlinh luu tfi hien henh, beo dam tinh

sin sdng, bdo m{t vd tod,n vgn nhim tl6p ring y€u cAu phgc hdi df lieu, khic phuc hC

thi5ng th6ng tin cho hoqt tl6ng binh thudng kip thoi khi c6 sg c6 xriy ra.

d) Luu trt dt lieu sao luu d noi an toin, khdng ctng ph6n vtng luu trt c6c tng
dgng vd duo. c ki6m tra thudng xuyen, bao tlim sin sang cho viQc sri dpng khi cdn thiiSt

(vi du: dien to6n d6rn may).

Didu 12. Xn g ss c6

Trong qu6 trinh sri dgng vi khai thic m4ng nQi bQ niiu co sg a5 xay ra, cric don v!

vd cri nhin phai kip thoi th6ng b6o ddn bQ phan Quan tri mqng. Truong hqp s[ c6 cin
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ph6i hqp xri li, bO phan Quan tri meng ti6n hinh lQp biOn bdn, tim hiriu nguy6n nhdn sg

c6 ddng rhoi b6o c6o Ldnh d4o Trudng d6 c6 giei phdp xri lj kip thdi (Phs luc V).

Truong hgp nhtng l5i sy cii kh6ng khic phpc <lugc, Phdng CNTT&TV b6o c6o HiQu

truong vi ttd xudt giei ph6p, xri lj pht hqp.

Chudng IV
KIIEN THU'oNG, rci r,U4r

Di6u 13. Khen thrn ng

Trudng xem x6t, quyilt tlinh khen thuong theo ch6 dQ chung al6i voi c6c tlon vi, cri

nhin c6 thanh tich dic biCt trong viQc quan lf, bao mat, an toan th6ng tin vd sri dqng

mang n$i bQ hifu qud. Ndu c6 nh&ng cai ti6n ndng cao nang sudt thi6t bi; ti6r ki6m tai

nguydnl phuc hdi, van hanh may moc thi6t bi cfi tlat hieu qua thi6t thuc thi dugc khen

thucmg theo ch6 dO s6,ng kiiin c6i ti6n ky thual thuc hanh ti6t kigm chdng lerg phi.

Didu 14. Xii lf vi phqm

Mqi hanh vi vi ph4m, ru| theo tinh ch6t, mtc dO c6 thia bi xt ly theo quy rllnh hiQn

hanh cta Trudng; Trudng hqp vi pham mang tinh chiLt nghiem trong, gay thiCt hai l6n sC

bi xir lj hanh chinh ho{c bi truy cuu tr6ch nhiQm hin}r su va pllai chiu trach nhiem b6i

thuong vat chit ve nhtng thiet h?i gay ra theo quy dinh cua ph6p lu{t.

Chuong V

T0 cH(]C TH\-rc HrEN vA Hrpu LUc THr HANH

Di6u 15. T6 chAc thu-c hiQn

1. Phdng CNTT&TV chiu tfiich nhiQm quan lj, tri6n khai, theo ddi tinh hinh st dtmg

mang may tinh trong Trudng va b6o ceo HiCu truorg.

2. C6c Trudng don vi trong Truong c6 tr6ch nhiQm triiln khai, ph6 bien quy dinh

t6i vi6n chtc, ngudi lao tlQng vd ngudi hgc.

3. Vi6n chtc, ngudi lao tlQng vd ngudi hqc rong Trudng c6 tnich nhi6m thi hdnh

Quy ttinh ndy.

Di6u 16. HiQu hJc thi hdnh

Quy tlin}t nny c6 hiiu lgc k€ tu ngiy k! ban hdnh. C6c nQi dung chua tluoc dC

cip d Quy ttinh ndy dugc th\rc hiQn theo quy dinn phap luit hiQn hanh.

Trong qu6 trinh thgc hiQn, n6u c6 phrit sinh vudng mic. ciic don vi, c6 nh6n c6

li6n quan phan rffi v6 Truong (qua Phong CNTT&TV) tdng hqp. b6o c6o Hieu truong

diAu chinh, srla d6i, b6 sung cho pht hqp./.
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Phu luc I
LOAI TAI KHOAN QUAN TRI UNC DUNG

(Kim theo Quyilt dlnh rii l€Qs-ousr ncdyt-l thins) ndn 2023
cin HiQu tnmhg Tntong Dai hpc Sv pham)

slt Lt.{C D\rNG DO\ \',yci \IlA\ TAI KHOA\

I
llng dgng thu di$n tu (Email) r€n hC

thiing mriy chi Googlc

- Phdng CNTT-TV
(Bp phln Quan rri nqng)

Admin

Uscr

Ung dung Google Workspace for

Fducation (dtng cho gi6ng vi6n).

- Phdng CNTT-'IV
(BA phin QuAh n nqng

Admin

- Giang vi6n User

Microsoli Oflice i65

- Phdng CNTT-TV
(BA phan Qudn hi 1(t tg)

Admin

- Vi€n chrirc, ngudi lao dQng

- Ngudi hqc
User

.1 Quan li C6ng th6ry tin TNUE

- Ban Bi6n €p
(BA phdn thtdns Wc KT)

Admin

- Vi6n chuc, nguoi lao dQng

- Nguoi hgc
LIser

l

o

A2- ,

- Vi6n chuc, nguoi lao dQng I

- Ngudi hgc 
I



Phg lgc II
LoAI TAI KHoAN QUAN TRI PHAN MTM

(Kan theo Qtit dinh siiry9 /QD DHSP ngqy // ttuinc) nnm 202 j
dn Hi(u truing Tnmng pqihqc Su plqm)

)a'

RT

AI
UI
:\

STT PII.,\N }Tt\'t DON VI/CA NHAN TAr KHoA\-

I Ph6n mdm Quin ll ddo tao IU

- Phdnr l)io tao Admin
- Phdng CTSV
- Phdng BDCLGD
- Phdng KH-TC
- C6c Khoa chuv6n m6n

User

I'han mdm hd th6ng LMS/LCMS

- Phdns CNTTTI V Admin
- Phdng Ddo t?o
- Ciic [0roa chuy€n mOn
- Gidng viOn

Uscr

Website nhap didm
- l'}hdng l)io tao Admil
- C.ic Khoa chuyen mon
- Gians vi6n

User

+ Website dillg kY tin chi
- Phdng Diio lao
- Giang vi6n
- Sinh vi0n

User

l l'hin mim thi Test Onlinc
- Phdng BDCLGI) Adutr
- Sinh viin Lser

6 I'han nrdnr tr6n dA thi tu luAn - Phdng BECI.CD Admi l,ser
7 Phin miinr ki5 torin Misa - Phring KH-1(' Admin4-Jser
3 Ctrng th6ng tin TNUE

- Website cric phdng
- Websitc cdc khoa

Phdng CNTT-IV
- Cdc phdng
- Cric khoa

Admt/User
Adminruser
Admiry'User

9 I>hin m6m Thu viOn s6

Phdns CNT'I-l'V Admin/User
Uscr
Use r
User

t0 HQ rlnng Quin lj h,ioh chioh diftr tt E-
Office

- BQ Girio dgc vd DAo t4o
- Vdn thu (HCTC)

Admin
lJser

H6 th6ng Quan lj hanfr chinh I-Office
l'hdng CNTT&TV
- Cric phdng, khoa

Adnrin
User

l2
Phirn mim Qudl l! nhin srr

- Phdng Qui,n Ii HCTC
- Phdry Quan li khoa hqc

Admin
I- sor

t3
Ph?in mAm Quan l! khoa ho-c

- Phdng Quin li [{CTC
- Phdng Qu.iLn lj khoa hqc

Adnlin.l[Jser

14 HQ thiing Qurin lj vdn bdl DHTN
- DH'lhdi Nguyen
- Ven thu (HC I C)

Adnlin
User

t5 Phan m6m QLKI I (DHTN)
- DH Thri,i Nguy€n
- VC, NLD

Admin
User

l6 Ph6n mdm Q-ran li nhan su (DHTN)
- DH ThAi Nguyen
. VC, NLD

Adnlin
Uscr

Trang thdng tin c6 nhen (Mysite
DHTN)

- DH ThriLi Nguy0n
. VC. NLD

Admin
User

4' 4-

Admin

- C6c phdng
- Cric khoa
- Sinh vi6n
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PhU lgc III
MAU Dt Ncr{ vD vrEc Drtu crriNH HoM THIJ DrEN Tr}

6am theo Mt dinh sa 6t! Qo-onsp ncafl uin1 nnn 2023
cua HiQu m:ong Tning Dqi hOc Su pltqn)

TRIJONC DAI HQC SU PI{AM
DoN vf : ....

CQNC HOA XA EOI CHU NGHIA VIE.T NAM
Dfc l$p - Tg do - Hgnh phric

Thtii NguyAn, ngoy... r hdng... ndm 202

DE NCIII
\'6 r i6c di6u chirrh hdrn thrr di6n trr

HiCn nay .................. c6 sU di€u chinh............., d6 vi6n chrtc/nguoi lao

<lQng/nguoi hqc trong <tonvic6 th6 sri dUng hom thu dien lt theo t€n miin cta NhA trudng

(@trnue.edu.vn)trongcAchoetdQngchuy€nmOn................kinhgrlidanhsSchdiiu

chinh trong b6ng sau:

s't-T IIQ VA 'I'EN crrut vu DIEN THO4I (;Hl(Hr

I

)

3

Kinh dA nghi Phdng C6ng nghQ th6ng tin vri Thu viQn diiu chinh hdm thu <liQn tt
cho ngudi dirng Eong danh s6ch r€n.

NGI,dILAPBIEU LANH EAO DON v!
(K!,, ghi rd hq tzn) (Ki, ghi fi ho tCn)

'drv
HO
14r
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Phq lyc IV
MAU Dt NGHI vt vIEc cAp Mor Hou ruu orpN'r0'
(KAn theo QlEiir dinh tii 619Qg-onSp ngalty'ttuimgl ndm 2023

cuo Hiiu truong Tning Dai hoc fu pham)

TRUONG EAI HQC StJ PHAM
DON Vf: ..,.

CONG HoA xA HOr cHt"J NGIIIA vr4'r'NAM
DQc l{p - Tq do - Hlnh phfc

Thdi NguyAn, ngAy... t hang... ndn 20 2

DI NGHI
YC Vr+C Cap mor hom thu drqn tu'

lliQn nay .................. c6 su bir sung............ , dd vi6n chuc/nguoi lao

dQng/ngtrdi hr.rc trong don vi c6 thd su dUnts hom thtr dien tt thco tr:n miin cia Nhi truong

('.atuue.cdu.pn) trong ciic hoat dQng chuy€n m6n. ...... . .... ....kinh gui danh srich cip

m6i trong b6ng sau:

srr Hq VA TEN cuut vu DIEN TIIOAI (;III CIIII

I

2

3

Kinh d€ nghi Phdng C6ng nghQ thOng tin va Thu viQn c6p mtiri hdm thu di€n tr:r

cho ngudi ding tlong danh s6ch t€n.

NGT,dI LAP BIEU LANH DAo DON vI
(Ki, shi rd ha Gn) (Kj,, ghi rd hp tAn)

N
c
t1,i
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Phq lgc V
MAU BrtN BAN KrEM TRA sr/cO vt cONG NGHE, I'H6NG'rrN

6em theo Quyit dinh t,jfl,N tQo-oasp ngay ll thting./ nan zols
cuq Hi?u tn ung Trung Dqi hac Su'phqn)

TRLTdNC DAI HQC SU'PHAM
pHoN(; coNG NcuE THONG TrN v,A. THU vTEN

CONG HOA XA HOI CHU NGHiA VIE NAM
Doc lAp - Tr.r do - H:,nh phtc

BrtN BAN KrtM rRA sU Co va coNG NGrrE TH6NG TIN

H6m nay, ngiy

Chune tdi gOm

1.6ng.tsA.......

th6ng....... nim 202

Don vi

Lir nguoi st dung thi6t bi

2. Ong/Ba........................

3. 6ngtsri........................

Cing ti6n hdnh ki6m tra:.

'l'inh tr4ng truoc khi ki6m tra:

So bQ nguydn nhdn

BiQn ptuip xti lj sg c6:........

K6t qui sau khi xu li:.........

Hoqt d$ng t5t o

Nguy€n nhAn:

DA nghi

.... tai................

Don vi: Phdng QuAn tri phuc vU

Don vi: l'hdng CNT'I & lV

Ho?t doog tam thdi u Khdng ho4t dQng dugc tr

Thdi Ng yen, ngdy......thdng....ndn 202

Phitng Qudn lj, CSVC Ph6,ns CNTT& TYNgttitisi lyng

q ,t/
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